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Abstrak

Keamanan jaringan menjadi aspek yang penting bagi sebuah perusahaan berbasis
teknologi informasi seperti PT Cyber Akses Indonesia. Isu-isu ancaman keamanan marak terjadi
seperti serangan brute force, malware hingga DDoS. Salah satu solusi yang diusulkan adalah
Intrusion Prevention System (IPS) yang di mana ini bertugas untuk dapat mendeteksi serta
mencegah serangan yang mencurigakan dengan notifikasi berbasis Telegram. Metode yang
digunakan adalah Network Development Life Cycle (NDLC) dengan tahapan analisis hingga
manajeman. Hasil dari pengujian menunjukkan bahwa konfigurasi keamanan IPS pada MikroTik
mampu dapat mengidentifikasi dan memblokir serangan berdasarkan tingkat ancaman. Sistem
notifikasi real-time melalui Bot Telegram sangat membantu administrator untuk merespon lebih
cepat. Hasil analisis Quality of Service (QoS) juga menunjukkan bahwa penerapan keamanan
IPS tidak menurunkan kualitas jaringan secara signifikan dengan nilai rata-rata QoS 3,5 yang
memuaskan dari masing-masing parameter yang diuji seperti nilai throughput, packet loss, delay,
dan juga jitter.

Kata kunci: Keamanan jaringan, Intrusion Prevention System (IPS), Brute Force, DDoS,
Notifikasi Keamanan, Quality of Service, NDLC

Abstract

Network security is a crucial aspect for information technology-based companies such as
PT Cyber Akses Indonesia. Security threats such as brute force attacks, malware, and DDoS are
increasingly common. One proposed solution is the implementation of an Intrusion Prevention
System (IPS), which functions to detect and prevent suspicious attacks while providing Telegram-
based notifications. The methodology used is the Network Development Life Cycle (NDLC),
covering stages from analysis to management. The results of the testing show that the IPS
security configuration on MikroTik is capable of identifying and blocking attacks based on threat
levels. The real-time notification system via Telegram Bot greatly assists administrators in
responding more quickly. Quality of Service (QoS) analysis also indicates that the implementation
of IPS security does not significantly degrade network performance, with an average QoS score
of 3,5 across tested parameters such as throughput, packet loss, delay, and jitter.

Keywords : Network security, Intrusion Prevention System (IPS), Brute Force, DDoS, Security
Notification, Quality of Service, NDLC

1. Introduction

The need for the internet has become an absolute necessity today, therefore an internet
network needs security. the internet (interconnection networking) is an open global
communication network that can connect many computer networks of various types and types
using communications such as telephone, satellite and others [1].

Network security is an important aspect for a company, agency, or school that depends
on the development of information technology, including PT Cyber Access Indonesia as a
company engaged in information and communication technology (Internet Service Provider).
Threats of attacks such as malware, hacking and DDoS can be financially detrimental and
damage the company's reputation [2]. In overcoming these risks, one solution that can be applied
is an Intrusion Prevention System (IPS) that functions to detect and prevent attacks automatically
by analyzing network traffic. The integration of IPS security with Telegram notifications allows an
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administrator to receive warning messages in real-time, so that they can immediately respond to
existing threats.

This research in 2021 at STEI ITB discusses the design and implementation of a network
security system using Snort as an IPS. The methods used are IDS and IPS by testing FTP
services along with sniffer online mode on snort. The results show that the system successfully
runs according to the configuration and methods used [2].

Research in 2017 from the University of Surabaya implemented IPS method using Snort
and IP Tables on Linux OS. The stages include system analysis, device requirements, and test
scenarios for attacks on the network. The results show that the configuration of Snort and IP
Tables successfully blocks access from attackers and the system runs well [3].

Research in 2020 from Dehasen University Bengkulu discusses network security analysis
using the concept of Intrusion Detection and Prevention System (IDPS). The methodology in this
study includes analysis, design, implementation and system testing. The results show that IDPS
is able to detect and prevent attacks such as port scanning, telnet access, and FTP on computer
networks [4].

The implementation of an IPS-based security system with Telegram notifications at PT
Cyber Akses Indonesia can be a strategic step in strengthening network security defenses,
maintaining operational continuity, so as to maintain customer confidence in company services.

2. Research Method / Proposed Method

The research method used in this research is the Network Development Life Cycle
(NDLC) which is an adaptation method of the System Development Life Cycle (SDLC). NDLC is
used to plan, manage and optimize the development of computer network systems in a structured

manner [5].

Figure 1. Research Method Network Development Life Cycle

Figure 1 shows the stages of the NDLC method used in this research, which consists of
six stages analysis, design, simulation/prototyping, implementation monitoring and management.
Each stage will be interrelated and form a sequential flow from analyzing needs to managing the
network system as a whole.

2.1 Network Topology at PT Cyber Access Indonesia Company

Network topology is a method used to connect one computer to another, and can form a
relationship structure between terminals in the network that can play a role in affecting the level
of efficiency of the companys network [6]. The following is the network topology used in the
existing internet network at PT Cyber Access Indonesia.
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Figure 2. Network Topology PT Cyber Access Indonesia

Figure 2 above is the internet network topology design used at the PT Cyber Access
Indonesia office. The picture above shows that PT Cyber Access Indonesia uses several hetwork
devices and also several different rooms, starting from the server room, office and technician
room. The network devices used include 1 server, 1 router, 2 switches, and 2 access points in

each room of the PT Cyber Access Indonesia office.
2.2 System Overview
Network security aims to be able to protect systems and data from hacking and threats

such as Brute Forcce or DDoS. Integrated Intrusion Prevention System method through telegram
notifications to automatically detect and prevent attacks. Here is an overview of the system

& -

Attacker Firewall

)
aa <

Notifikasi

Administrator
Jaringan

Figure 3. System Overview

Figure 3 shows an overview of the network security system using the Intrrusion
Prevention System (IPS) with Telegram notifications. When an attacker tries to attack a server
such as through DDoS, then network traffic is filtered by the firewall and IPS analyzes the traffic
that passes through. If a threat is detected, the system will automatically send a notification to the

network administrator via Telegram so that further action can be taken quickly
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3. Literature Study

Literature study is the process of collecting material from various scientific sources as a
supporting theoretical basis in accordance with research related to the topic to be studied. This
literature study can be quoted from books, scientific journals, articles and trusted sources that are
relevant to the topic being studied.

3.1 Computer Network

A computer network is a collection of interconnections between two or more computers
connected through wired or wireless connecting media. Its development began in the 1950s and
now continues to develop into various types such as LAN, MAN and WAN [7].

3.2 Internet

The internet is a global communication network that can connect computer networks
around the world, the internet makes it possible to communicate exchange information without
limits. The main technology used is TCP/IP (Transmission Control Protocol/Internet Protocol) [8].

3.3 Network Security

Network security is an effort to prevent illegal access. Security technologies such as
firewalls, VPN and IPS can be applied to address cyber threats. The goal is to be able to protect
confidently, integrity an avaliability based on CIA principles [9].

3.4 IPS

Intrusion Prevention System (IPS) is a software/hardware-based technology used to
monitor network traffic, detect suspicious activity and automatically prevent attacks. This IPS
technology combines the functions of a firewall and Intrusion Detection System (IDS) by
examining each incoming packet and blocking or allowing access based on threat identification

[4].

3.5 IDS

Intrusion Detection System is a system that functions to monitor and analyze network
traffic to detect suspicious activity. IDS can help administrators to take early preventive action.
IDS is divided into two types, hamely Host-Based (HIDS) and Network-Based (NIDS) [10].

3.6 Firewall

Firewall is a security system consisting of a number of components that are useful for
limiting access rights between internal and external networks. Firewalls can provide optimal
protection for data and devices on the network with the right configuration [11].

3.7 Telegram

Telegram is an instant messaging application and can be used for free via an internet
connection. Telegram was founded by Pavel Durov and the first alpha version of Telegram was
released in 2013, until now it has more than 950 million users. [12]

3.8 MikroTik

MikroTik is a Latvian company founded in 1996 that focuses on developing routers and
wireless ISP systems. From 1997, MikroTik launched RouterOS, an operating system that
provides stability and high flexibility control in data routing. MikroTik started producing its own
hardware under the RouterBOARD brand in 2002 [13].

3.9 Brute Force

Brute force is an attack carried out by guessing a fan's password into a network system
by trying various combinations of letters, numbers, or systematic dictionary data symbols
repeatedly. This attack will target the login promt or password database [14].

3.10 DDoS

Distributed Denial of Service is an attack that aims to make the server slow until it does
not function and cannot be accessed by other users. DDoS will attack by flooding the system until
its resources are exhausted [3].
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3.11  Quality of Service (QoS)

QoS is a method used to measure and assess the performance of a network so that
services remain optimal based on certain parameters. QoS measurement parameters include
throughput, packet loss, delay and jitter which refer to the TIPHON standard for evaluation [15].

Table 1. QoS Percentage and Value

Value Precentage (%) Indeks

38-4 95-100 Very Satisfactory
3-3,79 75 —-94,75 Satisfying
2-2,99 50-74,75 Less Satisfactory
1-1,99 25 —49,75 Not Satisfactory

3.11.1 Throughput

Throughput is a parameter used to show how fast and slow data can be transmitted over
a network. The greater the bandwidth, the higher the throughput value measured in units of bits

per second (bps).

Table 2. Throughput Category
Category Throughput (kbps) Index
Very good >2100 4
More >1200 Kbps 3
Good 700-1200 Kbps 2
Medium 338 — 700 Kbps 1
Bad 0 — 338 Kbps 0

3.11.2 Packet Loss

Packet loss is a parameter that describes a situation where packet loss occurs during

data transmission due to collision and congestion in the network.

Table 3. Packet Loss Category

Category Packet Loss (%) Index
Very Good 0% - 2% 4
Good 3% - 14% 3
Average 15% — 24% 2
Bad >25% 1
3.11.3 Delay

Delay is a parameter that shows the length of time taken by data packets to reach the
destination from the send point. Factors that affect delay include distance, transmission media
and data processing time to the destination.

Table 4. Delay Category

Category Delay (ms) Index
Very Good <150ms 4
Good 150ms - 300ms 3
Average 300ms - 450ms 2
Bad > 450ms 1
3.11.4 Jitter

Jitter is the variation in time delay between packets sent in sequence. The occurrence of
jitter is caused by differences in delay and high network traffic load (congestion).

Table 5. Jitter Category

Category Jitter (ms) Indeks
Very Good Oms 4
Good 1ms - 75ms 3
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Category Jitter (ms) Indeks
Average 76ms - 125ms 2
Bad >125ms 1
4, Result and Discussion

After testing the 4 network security threat experiments, the results and discussion were
obtained. The following are the results of the IPS security system and QoS calculations.
4.1 SSH Brute Force drop Implementation Results
The results of this SSH Brute Froce drop will refer to displaying the results of configuration
actions that have been carried out in the previous stage which are useful for handling this type of
Brute Force attack on the SSH protocol. The following below are the results.

0 Brutus - AET2 - www.hoobie.net/brutus - (January 2000) - o X
File Tools Help

Target [132168.11 Type [ Custom

=] F'ausal Stop | Clear

Custom Options
Define sequence I™ Use telnet negotiation I Try to stay connected for |Unlimited = | attempts

Connection Options

Part |22 Connections © [ 10 Timeout LU

Authentication Options

v Use Usemame I Single User Pass Mode |'WordList ¥
User File  [users.tet Browse | PassFie |words.tet Browse

Positive Authertication Results

Taigst | Type | Usemame | Password |

Located and installed 1 authentication phag-ins
Initialising...

[ 3 \

Figure 4. Brutus Testing Results After implementation of IPS Firewall to Prevent SSH Brute
Force

Figure 4 shows the results of testing brute force attacks using the Brutus AET2 application
as an attacker against a server with IP 192.168.1.1 on port 22 SSH, with a timeout configuration
of 10 seconds and user.txt and words.txt files as credential list files. After implementing IPS
security rules on the firewall, this attack no longer generates recommendations from the server
username and password, in contrast to the conditions before implementing IPS security where
the application is still able to display detected credentials.

.15 . Monitoringjaringanbot

Figure 5. Telegram Bot Notification Results for SSH Brute Force Attacks

Figure 5 shows the results of an SSH Brute Force attack notification with a medium threat
level sent by the Telgram Bot named Monitoring networkbot. This message will display complete
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information containing the type of attack, time of occurrence, attacker IP and automatic action in
the form of blocking access rights accompanied by adding the attacker IP to the blacklist for 30
days. This security notification feature helps network administrators respond to threats quickly
and accurately.

4.2 Brute Force FTP Drop Implementation Results

The results of this FTP Brute Force drop will refer to the data results or the final results
of an attempt to secure in thwarting or blocking FTP brute force attacks that try to break into the
FTP server. Here are the results of the experiment in drop FTP Brute Force.

File Tools Help
Target [19216811 Type [FTF -] | Pause | Stop | Clear
Connection Options
Patt |21 Connections ™ [~ 10 Timeout [ [7"""52" 10 0
FTP Optians

Modify sequence I~ Tryto stap connected tor [Unlimitec | attempts

Authentication Options

v Use Usemame [~ Single User Pass Mode |WordList =
User File  |users.txt Browse Pass File ’W Browse

Fositive Authentication Results

Target ] Type l Usemame l Password |

Opened user file containing b users.
Opened password file containing 818 Passwords.
Masimum numbes of suthertication sttemps wil be 4308 \

Enﬁaﬁmg lalial 19216811 with FTP

| ® \

Figure 6. Brutus Tésting Results After Implementatioﬂn of IPS Firewall to Prevent FTP Brute
Force

Figure 6 shows the results of testing a brute force attack using the Brutus AET2
application against an FTP server, with attacker IP 192.168.1.1 port 21 with a timeout
configuration of 10 seconds and user.txt and words.txt files. This result is that after applying IPS
rules to the firewall, brute force attacks no longer display username and password
recommendations from the FTP server, this is different from conditions before IPS security where
important credentials can still be detected.

=15 . Menitoringjaringanbot

ss to FTP server and added to blacklist

gan Tingkat Menengah 11!

nd added to blacklist

Figure 7. Telegram Bot Notification Results for FTP Brute Force Attack

Figure 7 shows the results of the FTP Brute Force attack notification with a medium threat
level sent via Telegram Bot named Monitoringjaringanbot. This naotification includes information
on the type of attack, time of occurrence, attacker IP and is accompanied by an automatic action
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of blocking access and adding the IP to the blacklist for 30 days. This feature makes it very easy
for network administrators to respond to threats quickly and efficiently.

4.3 Results of TELNET Brute Force drop implementation

The results of this Telnet Brute Froce drop will refer to displaying the results of
configuration actions that have been carried out in the previous stage which are useful for
handling this type of Brute Force attack on the Telnet server protocol. Here below are the results

Q
File Tools Help

Target [192168.11 Type | Telnel ~| | Stat | Stop | Clear

Connection Options

Port |23 Connections ™ 10 Timeout © 10 [” UsePiowy  Define

Telnet Options

Modify sequence | I Tiy to stay connected for |Unlimitec w | attempts

Authentication 0 ptions

¥ Use Usemame [~ Single User Pass Mode |Word List _+

UseiFile Jusers.tat Browse | PassFile  |words.tt Browse
Pasitive Authentication Results

Target | Type | Usemame ‘ Password |

Figure 8. Brutus Testing Results After Implementation of IPS Firewall to Prevent TELNET Brute
Force

Figure 8 above shows the results of testing the Telnet server brute force attack with IP
192.168.1.1 on port 23 carried out using the same Brutus AET2 application as used in SSH and
FTP brute force testing by configuring a timeout of 10 seconds and user.txt and word.txt as
username and password list files. After applying the IPS rule to the firewall, the results show that
the test application no longer displays the username and password recommendations, this is
different from before the application of the IPS rule where the credential data can still be detected.

A5 . Monitoringjaringanbat

WARNING Se

Dete TELNET Bru

to TELNET server and added to

an Tingkat Menengah 1!

Figure 9. Telegram Bot Notification Results for Telnet Brute Force Attack

Figure 9 is a notification of a Telnet Brute Forse attack sent via Telegram Bot. This
message notification contains important information such as the type of attack, the date when it
happened, and the IP identity of the attacker who tried to access the server via port 23 Telnet.
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The system will automatically block the IP for 30 days because it is classified as a low-level attack
type. This notification helps administrators deal with threats quickly and effectively.

4.4 Drop Port Scanner Deployment Results

The results of this drop portscanner refer to an attempt to protect the server from
attempted attackers by attacking through available ports. The following are the results of the drop

portscanner experiment.

192.168.1.1 Intense scan

nmap -T4 -A -v 192.168.1.1

192 c i
192.168.1.1 from 5 to 10 due to 11 out of 11 dropped probes
: About 15.55% done; ETC: 19:13 (0:02:48 remaining)

g ) at 2024-06-13 19:09 Malay Peninsula Standard Tim

1 out of 12 dropped probes sinc
since

last increase.

ast increase.

Figure 10. Results of Port Scannig Testing Using Zenmap After Implementation of drop

PortScanner

Figure 10 shows the results of the port scanning test after applying the drop rule for
PortScanner on the IPS firewall. This test was carried out on a server with IP 192.168.1.1 using
the “intense scan” profile in the Zenmap application, after the application of IPS security the
results showed no open ports on the server, which indicated that the security gap due to port

scanning was effectively closed.

.15 . Monitoringjaringanbot

Action Taken: Blocked access to PortSacnner server and
added to blacklist for 7 day

WARNING Serangan Tingkat Rendah!!!

Detected Port Scanner

Action Taken: Blocked access to PortSacnner server and
added to blacklist for 7 day.

WARNING Serangan Tingkat Rendah!!!

Detected Port Scanner
>y

Action Taken: Blocked access to PortSacnner server and
added to blacklist for 7 day.

Figure 11.Telgram Bot Notification Results for PortScanner Attack
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Figure 11 shows the Port Scanner attack notification sent via Telegram Bot. This
message notification includes important information of the type of threat level, the type of attack,
the date and time of the attack and also the IP of the attacker trying to scan for gaps in the server.
This type of attack is classified as low-level, so the system will automatically block the IP for 7
days. This notification will make it easier for network administrators to take quick action against
the potential threat..

4.5 DDoS drop Implementation Results

The results of this DDoS drop will refer to the results of the configurations that have been
carried out in the previous subchapters. In this result will try to display information about DDoS
attack attempts that are successfully handled and blocked, the following are the results of the
DDoS drop experiment.

DFastream Web Stress Te... - X

URL http://192.168.1.1:80

50 Threads Connection: keep-alive

100 Clients per Thread ~ Method: GET

Proxy IP: | Proxy Port: 8080
Run!
o Dropped:
3xx: Hitsfsec:
00 KB/sec:
S Total KB:
Elapsed Time:

All Rights Reserved 2009-2011 Fastream Technologies

Figure 12. DDoS Attack Testing After Implementation of DDOS drop Rules

Figure 12 shows the display of the Faststream Web Stress Testing application used to
test DDoS attacks after applying the DDoS drop rule on the IPS firewall. Testing is done with the
same configuration as before, namely the target attack URL “http:192.168.1.1:80”, 50 threads,
and 100 clients per thread using the GET method with a keep-alive connection. The test results
when run will produce Telegram Bot-based security notifications to mitigate DDoS attacks.

.15 . Monitoringjaringanbot

WARNING Serangan Tingkat Tinggi!!!

Detc d DDoS Attack

4
Action Taken: Blocked DDoS and added to blacklist for 1 year.

WARNING Serangan Tingkat Tinggill!

0S and added to blacklist for 1 year.

WARNING Serangan Tingkat Tinggil!!

Figure 13. Telegram Bot Notification Result for DDoS Attack
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Figure 13. displays a notification of a high-level threat type DDoS attack through the
Telegram Bot application. This notification contains information in the form of the type of attack,
the date of the attack, and the IP address of the attacker who was detected trying to break into
the server system through the DDoS attack method. This type of attack is a high-level threat, so
the system will automatically block the attacker's IP for 1 year, making it easier for network
administrators to handle quickly and effectively.

4.6 Quality of Service calculation results

Quality of Service analysis results are obtained based on the overall analysis results
obtained from each parameter such as throughput, packet loss, delay and jitter. The results of
this Quality of Service analysis are expected to be an illustration for the implementation of the
internet network and security system of the company in the future, so that it can support the
activities of the company from the use of internet services. The results of the Quality of Service
analysis are as follows.

Tabel 6. QoS Results Before Security Implementation

Parameter Value Index Category
Throughput (Kbps) 6518 Kbps 4 Very Good
Packet Loss (%) 4,05 % 3 Good
Delay (ms) 1,00 ms 4 Very Good
Jitter (ms) 1,00 ms 3 Good
Quality of Service 3,5 Satisfyng

Table 6 above is the result of the average QoS analysis on the internet network before
the implementation of security. The analysis results obtained show that the quality of the internet
network before the implementation of security is included in the satisfactory category, where the
average throughput value is 6518 Kbps, packet loss 4.05%, delay 1.00 ms and jitter value 1.00
ms.

Tabel 7. QoS Results After Security Implementation

Parameter Value Index Category
Throughput (Kbps) 4734 Kbps 4 Very Good
Packet Loss (%) 3,50 % 3 Good
Delay (ms) 1,60 ms 4 Very Good
Jitter (ms) 1,60 ms 3 Good
Quality of Service 3,5 Satusfyng

Table 7 above is the result of the average QoS analysis on the internet network after the
implementation of security. The analysis results obtained show that the quality of the nternet
network after the implementation of security is included in the satisfactory category, where the
average throughput value is 4734 Kbps, packet loss 3.50%, delay 1.60 ms and jitter value 1.60
ms.

5. Conclusion

Based on the results and discussion, the implementation of a network security system
based on the Intruison Prevention System (IPS) rule on MikroTik has proven effective in improving
the security protection system against various cyber threats such as Port Scanner, Brute Force
(SSH, FTP, TELNET), and DDoS. This system is able to detect and block attacks automatically,
maintaining the stability and security of PT Cyber Access Indonesia's network. The integration of
real-time notifications via Telegram Bot makes it easy for network administrators to respond to
threats quickly and precisely, with complete information such as the type of attack, time and date
of occurrence, attacker IP address and blocking duration. The combination of IPS rules and
Telegram notifications is a solution for modern network security, and QoS analysis shows that
this security implementation does not significantly degrade network quality, with an average
satisfaction index of 3.5, indicating good system stability.
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