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Abstract

Social media is no stranger to today's digital era. Many people prefer to use social media because
of its simplicity and safety, This is what makes social media more popular than other services.
However, because of its convenience and security, social media, especially WhatsApp
Messenger, are vulnerable to crime, one of the most common is cyberbullying. For this reason,
a mobile forensic investigation is required to find evidence related to cyberbullying. In this study,
the National Institute of Justice (NIJ) method was used to investigate the WhatsApp Messenger
platform used for cyberbullying. The NIJ method has 5 (five) stages to carry out the forensic
process, namely Preparing, Collection, Examination, Analysis, and Reporting. This study also
uses 3 assistance from software, namely MOBILedit Forensic, DB Browser for SQLite, and Odin3.
This research is expected to be able to help solve the problem of cyberbullying and other crimes
found on social media, especially WhatsApp Messenger.
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1. Introduction

In today's digital era, most people are familiar with social media. Social media is a medium on the
internet that allows users to represent themselves and interact, cooperate, share, communicate
with other users to form virtual social bonds [1]. It cannot be denied that many people in Indonesia
use social media, This can be seen from the research data conducted by We Are Social in 2020,
160 million or 59% of active social media users in Indonesia out of 272.1 million total population
in Indonesia.
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Figure 1. Data on Internet and Social Media Trends in Indonesia January 2020
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There are various kinds of social media platforms in Indonesia, one of which is WhatsApp
Messenger. WhatsApp Messenger is a mobile application that allows the exchange of messages,
video, audio, and pictures via mobile [2] for free. This platform requires the help of the internet so
that users can communicate with each other.

However, with this convenience, some people take advantage of social media, especially
WhatsApp Messenger, to commit crimes in cyberspace. Crimes committed in cyberspace are
often referred to as cybercrime, the crimes vary, such as cyberbullying, data theft, hacking, and
so on. To solve a similar problem, forensic action on WhatsApp Messenger is needed, so that the
problem can be solved.

It is hoped that the research carried out can help solve problems, especially on cyberbullying
problems on WhatsApp Messenger social media. This study uses the National Institute of Justice
(N1J) method and uses MOBILedit Forensic software and DB Browser for SQLite. MOBILedit
Forensic Is a forensic software that allows investigators to logically obtain, search and examine
cell phone devices [3], while DB Browser for SQLite is software used to perform analysis and
search for forensic evidence stored in a database [4].

2. Research Methods

This research uses the National Institute of Justice (NIJ) method. This method is used to explain
the stages of research that will be used as a guide in solving a problem [5]. The following is an
illustration of the stages of this research.

National Institute of Justice (NIJ) Method

Figure 2. The National Institute of Justice (NIJ) Method stages

There are 5 (five) stages in this research that are used to carry out the forensic process, namely:

a. The preparation stage is the stage where the researcher prepares equipment to support
the research process, such as laptops, MOBILedit Forensic software, DB Browser for
SQLite software, and Odin3 software.

b. The Collection stage is the activity of collecting and documenting evidence, wherein this
study, the evidence is obtained in the form of the perpetrator's smartphone.

c. The Examination stage in this study is to check the data contained on the perpetrator's
smartphone, but before that, we have to check whether the smartphone is rooted or not.
If not, then you can use the Odin3 software to root your smartphone. After that, data
checking can be done with the help of MOBILedit Forensic software.

d. The Analysis stage is the stage where the researcher analyzes the data that has been
previously obtained during the examination stage. The data obtained is in the form of a
database with SQLite format, so you need help from the DB Browser for SQLite software
to read the contents of the database. After that, the data will be analyzed technically and
legally to be able to prove the data.

e. The Reporting stage is the activity of making a report that will be carried out after digital
evidence is obtained from previous processes, this report will include the results of the
analysis in detail, including the actions taken during the investigation, the tools and
methods used.

3. Result and Discussion

This study uses case examples related to cyberbullying crimes. In this simulated case, there are
2 (two) users who use WhatsApp Messenger social media, namely user A (victim) uses a
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smartphone with the brand IPHONE 7+ with the A1661 model and user B (the perpetrator) uses
a smartphone with the SAMSUNG brand GALAXY GRAND PRIME model. User A has an account
name "Denny Indra" while user B has an account nhame "Isthu Canistya". With the WhatsApp
Messenger social media, the two users carry out chat activities both in the form of text messages
and picture messages. However, user A feels annoyed with the contents of the message sent by
user B, it turns out that the message received by user A is bullying. Furthermore, user A reports
the incident to the authorities and after being traced, the incident becomes a cyberbullying case.
After that, the authorities confiscated the SAMSUNG brand smartphone with the GALAXY
GRAND PRIME model owned by user B, this confiscated item will be investigated further. In this
investigation, the authorities used the National Institute of Justice (NIJ) method which has 5
stages for the forensic process.

3.1. Preparation

At this stage, the authorities prepare all the equipment that will be used during the investigation
process. The equipment used can be seen in the table below.

Table 1. Equipment used

No Equipment Specification Information
1 ASUS VivoBook 8550U Intel Core

Laptop i7, Windows 10 64bit Hardware
2 MOBILedit Forensic Program version 9.0.0.21797 Software
3 DB Browser for SQLite Program version 3.12.0 Software
4 Odin3 Program version 3.07 Software

3.2. Collection

In this second stage, the authorities are required to collect evidence, both physical items and data
contained in the physical goods and their documentation.

WhatsApp  SuperSU

Figure 3. Perpetrator's Smartphone

The image above is a documentation of the physical evidence of the smartphone used by the
perpetrator to carry out cyberbullying. The smartphone used by the perpetrator uses the Android
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Operating System version 5.0.2 in a state that has not been rooted. After that, the authorities will
take the data in the smartphone by duplicating it, this is so that the original data does not change
or is damaged because the original data will later be used as digital evidence.

3.3. Examination

In this third stage what must be done is to check the data contained on the perpetrator's
smartphone but before doing that, the authorities must first check whether the smartphone is in
root condition or not, if not then the smartphone must be rooted first. Root functions so that users
can control or have full access to their smartphone.

Here the authorities use the help of the Odin3 software already installed on the laptop to root the
smartphone. If the smartphone is connected to a laptop, the rooting process can be done.
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Figure 4. Root Process on The Perpetrator's Smartphone with Odin3 Software

If the smartphone is in root condition, then the inspection process can be done. The examination
here uses the help of the MOBILedit Forensic software which is already installed on the laptop,
the authorities only need to connect the perpetrator's smartphone with the laptop, if so, the image

will appear as below.
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0 Samsung Galaxy Grand Prime (Read-Only)

Manufacturer:  Samsung
Model: Grand Prime

8:46:42 carra
22/09/2020
Platform:

Figure 5. Information About the Perpetrator's Smartphone

In the examination process, apart from obtaining information about the perpetrator's smartphone,
the authorities also obtained various types of data contained on the perpetrator's smartphone
such as contacts, galleries, applications, and so on. For more details, see the image below.

i @ Applications (207) - Samsung Galaxy Grand Prime

Alami

N Dive @

A vops @ U @ e

Figure 6. Results of The Perpetrator's Smartphone Check

In the picture above, there is a WhatsApp Messenger application that was used by the perpetrator
to do cyberbullying, so the authorities will immediately carry out further checks on files from the
WhatsApp Messenger application which are already in the form of a folder with the name
"com.whatsapp", this folder can be found in the directory as follows:

data—>data->com.whatsapp

When viewed from the MOBILedit software, this is the contents of the WhatsApp Messenger
folder (com.whatsapp).
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File Name Size Created Modified  Accessed
® app_minidumps <folder> 19/09/20... 19/09/20...
® app_textures <folder> 21/09/20.. 21/09/20...
= app_webview <folder> 22/09/20... 21/09/20...
® cache <folder> 22/09/20... 19/09/20...
® databases <folder> 22/09/20.. 19/09/20...
= files <folder> 22/09/20... 19/09/20...
® lib-main <folder> 19/09/20... 19/09/20...
® no_backup <folder> 19/09/20... 19/09/20...
® shared_prefs <folder> 22/09/20... 19/09/20...
lib <unknow... <unknow... 22/09/20...

Figure 7. WhatsApp Messenger Application Folder (com.whatsapp)

In the picture above, there are 9 sub-folders and 1 file with the name “lib”, the number of folders
depends on the use of the WhatsApp Messenger application. Next, the authorities will check every
sub-folder contained in the “com.whatsapp” folder. From the results of the examination, several
files were obtained in the form of a database with SQLite format. To find out the contents of the
file, the authorities will open it with the help of DB Browser for SQLite software for further analysis.

3.4. Analysis

In this fourth stage, the authorities will analyze the database with the SQLite format that has been
obtained with the name "msgstore.db". From the analysis using DB Browser for SQLite software,
there are 112 tables in the database "msgstore.db", which can be seen in the image below for
more details.

E

©oNew Database Open Database Writs ¢ #0pen Project Save Project w Attach Database X Close Database

Database Structure  Browse Data  Edit Pragmas  Execute SQL

sCreate Table oCreate Index &Print

Name Type Schema A

v 1 Tables (112)
away_messages CREATE TABLE away_messages (id INTEGER PRIMARY KEY AUTOINCREMENT, jid TEXT UNIQUE NOT NULL)
aalllog CREATE TABLE call log ( _id INTEGER PRIMARY KEY AUTOINCREMENT, jid_row_id INTEGER, from_me INTEGER. call_id TEXT, transa
call log_participant v2 CREATE TABLE call log_participant_v2 ( _id INTEGER PRIMARY KEY AUTOINCREMENT, call_log_row_id INTEGER. jid _row_id INTEGEF
chat CREATE TABLE chat (_id INTEGER PRIMARY KEY AUTOINCREMENT jid_row_id INTEGER UNIQUE hidden INTEGER subject TEXT,creat
chat list CREATE TABLE chat list (id INTEGER PRIMARY KEY AUTOINCREMENT, key_remote_jid TEXT UNIQUE. message_table_id INTEGER, «
conversion_tuples CREATE TABLE conversion_tuples (jid_row_id INTEGER PRIMARY KEY, data TEXT, source TEXT, biz_count INTEGER, has_user_sent_la
deleted_chat job CREATE TABLE deleted_chat_job ( _id INTEGER PRIMARY KEY AUTOINCREMENT, chat_row_id INTEGER NOT NULL, block size INTEC
frequent CREATE TABLE frequent (_id INTEGER PRIMARY KEY AUTOINCREMENT, jid_row_id INTEGER NOT NULL, type INTEGER NOT NULL. n
frequents CREATE TABLE frequents (_id INTEGER PRIMARY KEY AUTOINCREMENT, jid TEXT NOT NULL, type INTEGER NOT NULL, message_ct
group_notification_version CREATE TABLE group_notification_version (group _jid_row_id INTEGER PRIMARY KEY, subject_timestamp INTEGER NOT NULL, annc
group_participant_device CREATE TABLE group_participant_device (_id INTEGER PRIMARY KEY AUTOINCREMENT, group_participant_row_id INTEGER NOT N
group_participant_user CREATE TABLE group_participant_user (id INTEGER PRIMARY KEY AUTOINCREMENT, group.jid_row_id INTEGER NOT NULL. user |
group_participants CREATE TABLE group_participants (_id INTEGER PRIMARY KEY AUTOINCREMENT, gjid TEXT NOT NULL, jid TEXT NOT NULL, admin
group_participants_history CREATE TABLE group_participants_history (i INTEGER PRIMARY KEY AUTOINCREMENT, timestamp DATETIME NOT NULL, gjid TF
jid CREATE TABLE jid (_id INTEGER PRIMARY KEY AUTOINCREMENT, user TEXT NOT NULL, server TEXT NOT NULL, agent INTEGER, de'
keywords CREATE TABLE keywords (_id INTEGER PRIMARY KEY AUTOINCREMENT, keyword TEXT UNIQUE NOT NULL)
labeled jid CREATE TABLE labeled jid (id INTEGER PRIMARY KEY AUTOINCREMENT, label_id INTEGER NOT NULL jid_row_id INTEGER NOT Nt
labeled_jids CREATE TABLE labeled_jids (_id INTEGER PRIMARY KEY AUTOINCREMENT, label_id INTEGER NOT NULL jid TEXT)
labeled_messages CREATE TABLE labeled_messages (_id INTEGER PRIMARY KEY AUTOINCREMENT, label_id INTEGER NOT NULL message._row._id IN
labeled_messages_fts CREATE VIRTUAL TABLE labeled_messages_fts USING FTS3(
labeled_messages_fts co... CREATE TABLE ‘labeled_messages_fts_content(docid INTEGER PRIMARY KEY, ‘cOcontent)
labeled_messages_fs_se. CREATE TABLE labeled_messages fts_seqdir (level INTEGER idx INTEGER start_block INTEGER leaves_end block INTEGER.end_bloch
labeled_messages fts_se. CREATE TABLE 'labeled_messages_fts_segments (blockid INTEGER PRIMARY KEY, block BLOB)
labels CREATE TABLE labels (_id INTEGER PRIMARY KEY AUTOINCREMENT, label_name TEXT, predefined_id INTEGER, color_id INTEGER)
media_hash_thumbnail CREATE TABLE media_hash_thumbnail ( media_hash TEXT PRIMARY KEY, thumbnail BLOB)
media_refs CREATE TABLE media_refs (_id INTEGER PRIMARY KEY AUTOINCREMENT, path TEXT UNIQUE, ref_count INTEGER) v

< >

Figure 8. Table Structure in Database "msgstore.db"

First of all, the authorities want to know the messages from anyone on the perpetrator's account.
So that the authorities will open the messages table in the DB Browser for SQLite software, and
get the following results.
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oNew Database #Open Database Wi s #Open Project i4Save Project s Attach Database X Close Database
Database Structure Browse Data Edit Pragmas Execute SQL
Table: | messages e % s | B a =8 1 & e
_id key _remate_jid key_from_me key id status needs_push data time ™
[Fitter JFilter [Filter Filter ‘ r [: ter ter
82 82 6282233390417-1599985671@qg.us 0 843799C45736648CCBOBI75A. .. 0 0 Terimakasih pak Ji, 16006
83 83 6282233390417-1599985671@g.us 0 BA95127287E03021D110431B... 0 0 Terima kasih pak Ji, i 16006
84 84 6282233390417-1599985671@g.us 0 B2CC30DCSE8B443A1F4DB14.. 0 0 Terimakasih pak Ji, 16006
85 85 6282233390417-1599985671@g.us 0 56437676199AC7050DCC6192... 0 0 Terima kasih pak Ji 16006
86 86 6282233390417-1599985671@qg.us 0 3AB9A2C1816F64FBESAF 0 0 Terima kasih pak Ji 16006:
87 87 6282233390417-1599985671@g.us 0 BLOBO74EB169D4A14CD19ESA. .. o 0 Terima kasih pak Ji, 16006:
88 88 6282233390417-1599985671@g.us 0 071BB028D273C7553FES7864... 0 0 Terima kasih pak JI, 16006:
89 89 6282233390417-1599985671@g.us 0 8952F5DCCSA98753E3D55505. 0 0 Terima kasih pak Ji, 16006:
20 90 6282233390417-1599985671@g.us 0 3EB03AEAZFD173420E95 0 0 Terimakasih Pak Ji 16006
91 91 6282233390417-1599985671@g.us 0 3EB0184304121B636798 1] 0 baik terima kasih pak 16006
92 92 6282233390417-1599985671@g.us 0 3EBO2B515AA6E04632CD 0 0 terimakasih banyak pak 16006
93 93 6281338623910-1599981348(@g.us 1 DB1EE18DE586A6CA42ACE70. 6 0 16006
94 94 6282233390417-1599985671(@g.us 1 26818F902B6F2B29712DCBES. 5 0 Terima kasih pak 16006
95 95 6281338623910@s.whatsapp.net 1 E29018C54E72655E928577C8 6 0 16006
96 96 6281338623910@s. whatsapp.net 1 9935A622763D771645225EBB . 5 0 Halo 16006
97 97 6282233390417-1599985671@q.us 0 C1E4FDE61B4AESE1A1125095 ] 0 Terimakasih pak 16006
98 98 6281338623910@s, whatsapp.net 0 3A79D9DD269E409107DE 1] 0 Tya halo, ini siapa ya? 16006
29 99 6281338623910@s. whatsapp.net 1 0BCBO3D38D904CACII2DOBA. . 5 0 Aku denny, kamu benar isthu ... 16006
100 100 6281338623910@s.whatsapp.net 0 3AACF7DCDB8BOF728208 1] 0 Wah kamu temanku saat sd yg... 16006:
101 101 6281338623910@s.whatsapp.net 0 3A16F82D716FAC75C027 0 0 16006; ¥
< >

From the
accounts.

p-ISSN: 2301-5373

Figure 9. The Contents of The messages Table

is needed so that you can find out the entire message of the conversation.

picture above, we can get several conversations from the perpetrator with other
But what is most needed is a conversation between the perpetrator and the victim.

From some of these conversations, we get a message that says “Aku denny...... For that, a filter

3
SMew Database 4 Open Database anges #0pen Profect 15ave Project whttach Database % Close Database

Dalabase Structure  Browse Data  Edit Pragmas  Execute SQL
Table: | messages e e s W8 5 85 % € % [fim

_id key_remote_jid key_from_me key_id status needs_push data timestz

Filter 281338623910@s.whatsapp.net @ [Filt [Filter Filter |F F te

1 95 6281338623910@s.whatsapp.net 1 E29018C54E72655E928577C8... 6 0 16006715
2 96 6281338623910@s.whatsapp.net 1 9935A622763D771645225EBB.. 5 0 Halo 16006715
3 98 6281338623910@s.whatsapp.net 0 3A79D9DD269E409107DE 0 0 Iya halo, ini siapa ya? 16006715
4 99 6281338623910@s.whatsapp.net 1 08CB03D38DI04CACI92D0BA. .. 5 0 Aku denny, kamu benar isthu ... 16006716
5 100 6281338623910@s.whatsapp.net 0 3AACF7DCDB8BOF728208 0 0 Wah kamu temanku saat sd yg... 16006716
6 101 6281338623910@s.whatsapp.net 0 3A16F82D716FACTSC027 0 0 16006716
7 102 6281338623910@s.whatsapp.net 1 44FEF3E363980BCOTE74C27A. . 5 0 Lah, kok kamu masih inget itu ... 16006717
8 103 6281338623910@s.whatsapp.net 0 3A70F9F7CB16C4930788 o 0 Mana bisa lupa, kan kamu jelek 16006717
9 104 6281338623910@s.whatsapp.net 1 0666A054434F1DB84A702D5A4... 5 0 Dimana2 aku tetap saja kena ... 16006717
10 105 6281338623910@s.whatsapp.net 1 619753A1AB235B9EB540EDOE. 5 0 Ini sudah termasuk 16006717
11 106 6281338623910@s.whatsapp.net 0 3A495FBE4F8BCI4DCTED 0 0 lya terus kenapa? Mau laporin ... 16006717
12 107 6281338623910@s.whatsapp.net 1 3381FBES9DDBCS4C61EES735 5 0 Iya mau tak laporkan kamu ke... 16006718
13 108 6281338623910@s.whatsapp.net 0 3ACS652BAF2DEIES895F 0 0 Siapa takut 16006718
14 109 6281338623910@s.whatsapp.net 0 3AA40D3B07EB99107A66 0 0 Tukang lapor 16006718
15 110 6281338623910@s.whatsapp.net 0 3A286530F041C827E862 0 0 16006718
16 111 6281338623910@s.whatsapp.net 0 3A338678F936BBCBDFC1 0 [ YT 16006718
17 112 6281338623910@s.whatsapp.net 0 3ACOAA307AS81CES79B5 0 0 Wajah jelek, semuanya jelek 16006718
18 113 6281338623910@s.whatsapp.net 1 8DD539EFCE2438F97E37CCEE. 5 0 Tunggu saja kamu 16006718

Figure 10. The Contents of The messages Table after Filtering

In the picture above, there is a conversation between the perpetrator and the victim who has the
attribute "6281338623910@s.whatsapp.net” in the column "key remote_jid". In the conversation
between the perpetrator and the victim, there are messages that are bullying that the perpetrator
throws at the victim and there are several messages that the DB Browser for SQLite software
cannot get, this can be seen in the data column which only displays NULL.
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From the results of this analysis, the conversation between the perpetrator and the victim can be
used as digital evidence for cyberbullying cases by using the WhatsApp Messenger social media
as the platform.

3.5. Reporting

In this study using the National Institute of Justice (NIJ) method, this method has 5 (five) stages
in the forensic process. The first stage is Preparing, at this stage, the authorities will prepare
digital equipment in the form of laptops, smartphones, MOBILedit Forensic software, DB
Browser for SQLite software, and Odin3 software. Continue at the second stage, namely
Collection, the authorities will collect evidence both physical goods and data contained in
physical goods, after obtaining the evidence, it will be duplicated so that the original evidence is
not changed or damaged. Entering the third stage, namely Examination, before carrying out
further checks, the authorities must confirm whether the smartphone is in a root condition or not,
if not then the smartphone will be rooted with the Odin3 software. If you are already in the root
condition, you can also check the data contained on your smartphone, the authorities use 2
(two) pieces of software, namely MOBILedit Forensic and DB Browser for SQLite. MOBILedit
Forensic functions to process smartphones, both extracting and acquiring data contained in the
smartphone, the authorities also find folders and files contained on WhatsApp Messenger
(com.whatsapp). From the results of the folder inspection, there were 9 sub-folders and 1 file
with the name "lib". After further examination, important data is obtained with the name
"msgstore.db", "msgstore.db”. This is a data storage place in the form of a database in SQLite
format. The authorities use the second software, namely DB Browser for SQLite to open the
database. After opening, there are 112 tables in the database. Kemudian pihak berwajib
langsung memeriksa tabel messages, dari analisis ini didapatkan beberapa percakapan dari
pelaku. After further investigation, a bullying message was obtained between the perpetrator
and the victim, and this message will later be used as digital evidence for further processing.

4, Conclusion

The goal of this research is to help solve cyberbullying problems on social media, especially
WhatsApp Messenger, by means of mobile forensics using the National Institute of Justice (NIJ)
method and using the help of MOBILedit Forensic software, DB Browser for SQLite, and Odin3.
The method used in this study has 5 stages to carry out the forensic process, namely Preparing,
Collection, Examination, Analysis, and Reporting. In the first stage, the authorities prepare
equipment such as laptops and various software. In the second and third stages, the authorities
used MOBILedit Forensic software, while the DB Browser for SQLite software was used in the
fourth stage. From the use of MOBILedit Forensic software, important data is obtained in the form
of a database with the name com.whatsapp. Furthermore, this database is analyzed using DB
Browser for SQLite software. From this analysis, the bullying message is obtained in the
conversation between the perpetrator and the victim. These results can then be used as digital
evidence for cyberbullying cases.
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