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Abstrak

Perkembangan teknologi yang pesat menjadikan internet sebagai kebutuhan pokok
masyarakat, termasuk di lingkungan pendidikan. Penelitian ini bertujuan untuk
mengimplementasikan sistem AAA (Authentication, Authorization, Accounting) pada jaringan
hotspot di SMK Negeri 1 Tabanan menggunakan RADIUS Server dan Router MikroTik. Sistem
ini dilengkapi dengan DNS bersama dari APJIl yang secara otomatis memblokir akses ke situs
negatif saat pengguna terhubung ke jaringan sekolah. Selain itu, diterapkan fitur bandwidth
dinamis, di mana bandwidth akan meningkat atau menurun sesuai kondisi trafik suatu profil
pengguna. Pengembangan sistem menggunakan metode Network Development Life Cycle
(NDLC), mulai dari analisis kebutuhan hingga pengujian performa dengan Apache JMeter. Hasil
pengujian kualitas layanan (QoS) berdasarkan standar TIPHON menunjukkan bahwa semua
kategori pengguna (Siswa, Staf, Tamu) memperoleh klasifikasi “Memuaskan”, dengan indeks
rata-rata antara 3.25 hingga 3.5. Sistem AAA terbukti mampu menerapkan autentikasi dan
otforisasi akses, mencatat aktivitas jaringan, serta meningkatkan keamanan dan efisiensi
pengelolaan jaringan hotspot sekolah melalui pemantauan berbasis web menggunakan
daloRADIUS.

Kata kunci: AAA, RADIUS Server, MikroTik, QoS, Bandwidth Dinamis

Abstract

The rapid advancement of technology has made the internet a basic necessity for
society, including within educational environments. This study aims to implement an AAA
(Authentication, Authorization, Accounting) system on the hotspot network at SMK Negeri 1
Tabanan using a RADIUS Server and MikroTik Router. The system is integrated with a shared
DNS service from APJII, which automatically blocks access to harmful or restricted websites
when users connect to the school network. Additionally, a dynamic bandwidth feature is
implemented, allowing bandwidth to increase or decrease based on the traffic conditions of
each user profile. The system was developed using the Network Development Life Cycle
(NDLC) method, starting from requirements analysis to performance testing using Apache
JMeter. Quality of Service (QoS) testing, based on the TIPHON standard, shows that all user
categories (Students, Staff, and Guests) received a “Satisfactory” classification, with average
index scores ranging from 3.25 to 3.5. The AAA system has proven effective in implementing
access authentication and authorization, recording user activity, and improving the security and
efficiency of hotspot network management through web-based monitoring using daloRADIUS.
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1. Introduction

The rapid advancement of digital technology has made the internet a primary necessity
for society, including in the field of education. Fast, stable, and secure internet access is
essential to ensure that individuals can obtain information quickly, safely, and reliably. This
demand for instant access to information has made internet connectivity a fundamental
requirement, particularly in educational institutions such as SMK Negeri 1 Tabanan. As an
institution that actively integrates information technology into its operations, SMK Negeri 1
Tabanan requires a network system capable of efficiently managing user access in a controlled
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manner. A common issue faced is the lack of a robust Authentication, Authorization, and
Accounting (AAA) system, leading to misuse of network access, inefficient bandwidth usage,
and difficulty in monitoring user activities. Therefore, a centralized and secure network
management solution is needed. One effective approach is the implementation of a RADIUS
server in combination with MikroTik routers, enabling optimal execution of the AAA process. As
network technologies continue to evolve, the demand for reliable security systems becomes
increasingly critical to protect user data. A widely adopted solution is the AAA framework,
implemented through RADIUS servers and devices such as MikroTik routers.

Several relevant studies have addressed similar concerns. Audy (2022) implemented
AAA in a SOHO network using NAS and Windows Server as the authentication backend. Widya
et al. (2023) optimized campus hotspot networks with FreeRADIUS, allowing students to log in
once across multiple hotspot zones. Sa & Andriani (2023) designed a hotspot authentication
system for cafés using dual routers and temporary accounts to enhance efficiency and security.

Fauzi et al. (2020) developed a web-based user management and monitoring system
using Ubuntu and RADIUS. Unfeto & Suban (2023) addressed public Wi-Fi abuse with
bandwidth management via the Queue Tree method. Ruslianto et al. (2021) compared WPA2-
PSK security with captive portals, revealing the latter's vulnerability to MAC address cloning
without additional firewall protection.

Rahman et al. (2024) utilized a Telegram Bot for remote MikroTik monitoring. Sumiah et
al. (2023) implemented VPN L2TP with RADIUS to securely connect multiple campuses.
Ferdiansyah & Satria (2022) managed MikroTik hotspots using FreeRADIUS on a Debian
server, along with real-time monitoring through Telegram. Finally, Zia Ul Haq et al. (2019)
applied AAA with RADIUS in corporate VPN networks to enhance inter-office communication
security.

These studies collectively demonstrate that AAA implementations based on RADIUS
can significantly improve the security, efficiency, and monitoring capabilities of hotspot
networks.

2, Research Method

This study adopts the Network Development Life Cycle (NDLC) method as an approach
to design and implement a hotspot network security system based on AAA (Authentication,
Authorization, Accounting) using a RADIUS server and MikroTik router. NDLC is a structured
methodology that outlines the systematic life cycle of developing a computer network.

The NDLC method is chosen for its ability to facilitate the planning, development, and
evaluation of networks, thereby helping researchers achieve results aligned with the research
objectives. NDLC consists of six main stages, namely:

Figure 1. Research Workflow Based on the NDLC Method
Figure 1 illustrates the hotspot network topology implemented at SMK Negeri 1
Tabanan using the AAA (Authentication, Authorization, Accounting) framework. In this topology,
client devices connect to the hotspot network managed by a MikroTik router. The MikroTik
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router is linked to a RADIUS server, which functions as the central system for managing user
authentication. Additionally, the network is connected to the internet, allowing users to access
online resources after completing a valid login process. This diagram presents a structured and
centralized flow of user access and authentication.

3. Literature Study

This literature review serves as the theoretical foundation for understanding the core
concepts related to the implementation of authentication systems in hotspot networks,
particularly through the use of the AAA framework and supporting technologies such as
RADIUS Server and MikroTik Router. This study refers to a journal entitled “/mplementation of
AAA in Hotspot Networks using RADIUS Server and MikroTik Router (Case Study: SMK Negeri
1 Tabanan)”, which discusses centralized user authentication in a school network environment.
3.1 Definition of AAA (Authentication, Authorization, Accounting)

AAA is a framework in network management that consists of three primary components:

1) Authentication: The process of verifying a user's identity before granting access to the
network.

2) Authorization: The process of granting specific access rights based on the
authenticated user’s identity.

3) Accounting: The process of recording user activities on the network, such as login time,

session duration, and data usage.

3.2 Hotspot

A hotspot is a wireless access point (Wi-Fi) that enables user devices to connect to the
internet. In an educational context, such as at SMK Negeri 1 Tabanan, hotspots are used to
provide internet access for students and staff, which must be equipped with control systems to
ensure secure and efficient usage.

3.3 RADIUS (Remote Authentication Dial-In User Service)

RADIUS is a protocol used to centrally manage the AAA process. With RADIUS,
authentication, authorization, and accounting are handled by a dedicated server, allowing for
more structured and secure user management.

34 MikroTik Router

MikroTik is a widely used network device functioning as a router, equipped with
comprehensive features for network management, including hotspot configuration and RADIUS
server integration. In this case study, MikroTik is used to manage hotspot connections and to
connect to the RADIUS server to execute AAA functions.

3.5 NDLC (Network Development Life Cycle) Method

The Network Development Life Cycle (NDLC) is a structured and systematic
methodology used to design, develop, and manage computer network systems. NDLC adopts a
life-cycle-oriented approach to ensure that network development is efficient, user-oriented, and
sustainable through continuous evaluation and maintenance. The NDLC consists of six main

phases:

1) Analysis: Initial stage to identify network requirements and existing problems.

2) Design: Designing the network topology, hardware, software, and systems to be
implemented.

3) Simulation/Prototyping: Creating a simulation or prototype of the network to test the
design before actual implementation.

4) Implementation: Constructing the network according to the simulated design.

5) Monitoring: Regularly monitoring the network system to ensure it operates as expected
and to detect potential issues.

6) Management: Comprehensive network management, including maintenance, system

updates, and documentation to ensure continuity.
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4. Result and Discussion

This research was developed using the Network Development Life Cycle (NDLC)
methodology, which consists of several stages: initiation, planning, analysis, design,
implementation, and maintenance. Each phase is carried out systematically to ensure that the
development of the hotspot network at SMK Negeri 1 Tabanan operates optimally and meets
the institution's requirements. A critical component of the implementation and evaluation phases
in the NDLC method is the Quality of Service (QoS) testing, aimed at assessing the
performance of the network in supporting digital learning activities and information access within
the school environment. The QoS evaluation focuses on four key parameters: throughput,
delay, jitter, and packet loss, which reflect the quality and stability of internet service delivery.
The testing was conducted in real-world conditions during peak internet usage hours,
specifically from 08:00 to 09:30 WITA and 12:00 to 13:00 WITA on weekdays (Monday to
Friday). The testing methods included issuing ping commands from the server to the client and
monitoring network traffic using the Simple Queue feature on the MikroTik Router. The results of
these tests provide a realistic overview of the network performance following the implementation
of the AAA-based system and RADIUS server configuration. The application of the NDLC
methodology in this research is further elaborated in the subsequent sections.
4.1 Analysis

At this stage, data collection and requirements analysis were conducted for the hotspot
network system at the research site, SMK Negeri 1 Tabanan. Several issues were identified,
including the lack of user access control, vulnerability to Wi-Fi misuse, and the absence of a
centralized authentication system.

4.2 Design

Following the needs analysis of the hotspot network at SMK Negeri 1 Tabanan, the next
step was to design the network system to be implemented. The design aims to build a
comprehensive AAA (Authentication, Authorization, Accounting) system architecture to enhance
network security and usage efficiency. The design phase consists of several components,
including:
421 School Network Topology

At this stage, the existing network infrastructure used by the school was mapped. The
initial topology revealed the absence of a centralized authentication system and the lack of
optimal bandwidth allocation.

Figure 2. School Network Topology Before the Implementation of the AAA System

Figure 2 illustrates the network topology of SMK Negeri 1 Tabanan prior to the
implementation of the AAA system. At that time, the hotspot network utilized a Pre-Shared Key
(PSK) method with WPA/WPAZ2 protocols, where a single password was shared across all
SSIDs. This approach allowed unauthorized users to access the network, as the password was
rarely changed and often remained active for extended periods, sometimes exceeding one year.
As a result, bandwidth usage became uncontrollable, and there was no differentiation in access
rights between students, teachers, staff, and guests. These challenges underscored the need
for implementing an AAA (Authentication, Authorization, Accounting) system to provide more
secure, controlled, and role-based internet access. The subsequent section presents the
proposed network topology following the AAA system implementation.
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4.2.2 Proposed School Network Topology Design Using the AAA System

The design integrates a MikroTik router and a RADIUS server to establish the AAA
system. The RADIUS server functions as the central authentication hub for users, while the
MikroTik router manages and directs network ftraffic, including captive portal login and
bandwidth management.

Figure 3. School Network Topology After AAA System Implementation
Figure 3 illustrates the network topology design of SMK Negeri 1 Tabanan following the
implementation of the AAA system. This implementation requires only minimal additional
hardware, namely a Set-Top Box (STB) to serve as the RADIUS server and a MikroTik router
functioning as the Network Access Server (NAS).

4.2.3 Software Communication Flow in the AAA System

This design outlines the communication process between the client device, MikroTik
router (NAS), and the RADIUS server. When a user connects to the hotspot, they are redirected
to a captive portal for login. The authentication request is sent to the RADIUS server, which
verifies the credentials, grants access permissions, and logs network activity.

Figure 4. Software Communication Flow in the AAA Framework System

Figure 4 llustrates the software communication flow within the AAA system
implemented on the hotspot network. The process begins with the administrator creating user
credentials for students, teachers, staff, and guests. When users connect to the SSID
smkn1tabanan, they are redirected to the MikroTik captive portal for login. The login data is sent
to the RADIUS server for verification. If the credentials are valid, internet access is granted; if
not, an error message is displayed. All login activities are logged in FreeRADIUS or
DaloRADIUS. The main difference between simulation and real implementation lies in the AAA
server: the simulation uses Linux Ubuntu on VirtualBox, while the actual implementation uses a
Set-Top Box (STB) running the Armbian Linux operating system.

4.3 Simulation/Prototype
This phase involves creating a simulation or prototype of the previously designed
network. The simulation and initial testing are carried out in a smaller network environment,
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such as a home network. The purpose is to ensure that the system operates as intended before
full implementation at the case study location.
4.3.1 RADIUS Load Testing Using Apache JMeter
Load testing was conducted using Apache JMeter by simulating mass authentication

requests through the captive portal, which serves as the gateway for users to access the
hotspot network. The testing scenario was designed to flood the server in order to evaluate the
performance and reliability of the RADIUS server under heavy load.
Table 1. Test Results Using JMeter

Test Actual Result Status Notes
Case ID
CP-001 | The captive portal page | Passed | -
displaying the login form
(username and password)
was successfully loaded.
CP-002 | The user successfully | Passed | The laptop/PC device automatically
logged in and obtained redirected the user to the browser’s
internet access. first loaded page (captive portal). The
database recorded the activity as an
Access-Accept.

CP-003 | An error message | Passed | This occurred because the username
"RADIUS server is not and password were not registered in
responding" was displayed, the database. The database and
and the user remained on DaloRADIUS logged the activity as
the login page. Access-Reject.

CP-004 | The login page was | Passed | The more users attempting to connect
successfully loaded with an simultaneously, the higher the
average response time of response time will be.

1.032 seconds.

Table 1 presents the results of RADIUS system testing using Apache JMeter. The table
displays actual outcomes based on virtual users simulated by JMeter, which served as samplers
to evaluate the system's performance. The testing process began by verifying that the DHCP
Server functionality on the Network Access Server (NAS) device was operating correctly. Once
a user successfully obtained a DHCP-assigned IP address from the MikroTik router, they were
automatically redirected to the captive portal page (192.168.2.1) to input their credentials. The
HTTP Request test was conducted with a scenario involving 700 virtual users, with a ramp-up
period of 1 second.

Figure 5. HTTP Request Testing with a Scenario of 700 Users
Figure 5 above shows the configuration fields required to conduct an HTTP Request
test with 700 users and a ramp-up period of 1 second. The results of this test are presented as
follows.

Figure 6. HTTP Request Test Results with a Scenario of 700 Users
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Figure 6 above shows the results of the HTTP Request test under a scenario where 700
users attempt to access the system simultaneously within 1 second. The test recorded a failure
rate of 23.14%, while the remaining users successfully logged in within the same time frame.
This indicates that the RADIUS server was able to handle 76.86% of the authentication
requests simultaneously within 1 second.

4.4 Implementation
The implementation phase was carried out in a real-world environment, specifically
within the hotspot network of SMK Negeri 1 Tabanan. This stage included the installation and
configuration of the RADIUS server, MikroTik router, captive portal integration, user account
setup, as well as Quality of Service (QoS) testing and joint DNS configuration in collaboration
with APJIl. The implementation was conducted in stages to minimize disruption during active
network usage, as outlined below H
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Figure 7. Implementation Stages of AAA in Hotspot Network Using RADIUS Server and
MikroTik Router
Figure 7 illustrates the sequential stages of implementing a network security system
based on AAA (Authentication, Authorization, Accounting) using a FreeRADIUS server and
MikroTik router at SMK Negeri 1 Tabanan. The implementation process consists of six main
stages, as follows:
1. System Preparation Stage
This stage involves the installation of hardware and the Linux Armbian operating system
on the server. Following that, FreeRADIUS is installed and configured as the AAA
server.
2. Database and Web Management Setup
The server is equipped with MariaDB to store user data. Additionally, the DaloRADIUS
application is installed as a web-based interface for user management. To access
DaloRADIUS, Apache web server and PHP are used as connectors and are integrated
with the RADIUS database.
3. MikroTik Configuration Stage
MikroTik is configured starting from basic setup, hotspot creation, to integration with the
FreeRADIUS server to enable external authentication.
4, Network Configuration and Bandwidth Management
DNS filtering is configured in collaboration with APJII to block malicious websites.
Bandwidth allocation is managed based on user authority levels using defined profiles
and Quality of Service (QoS) prioritization.
5. User Management Stage
In this stage, user profiles and accounts are created via the DaloRADIUS web interface.
Dynamic bandwidth limitation is also applied to control network usage per user.
6. Monitoring and Testing Stage
Testing is conducted to ensure that authentication, authorization, and accounting (AAA)
functionalities operate correctly. Service quality is monitored through Telegram
notifications, as well as through QoS and DNS filtering tests provided by APJII
(Indonesian Internet Service Providers Association).
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The following sections will present functionality tests of the AAA framework using the
RADIUS Server, dynamic bandwidth limitation testing, QoS testing, and DNS filtering tests using
APJII's joint DNS service as an additional feature for blocking harmful websites.

441 AAA Functionality and Dynamic Bandwidth Testing

The AAA functionality testing was conducted to ensure that the implementation of
FreeRADIUS and MikroTik on the hotspot network at SMK Negeri 1 Tabanan operates
effectively and meets the intended objectives.

1) Authentication Testing

Authentication testing was performed when a device connected to the "SMKN 1
TABANAN" hotspot network and was redirected to the captive portal page. Three user profiles
were created (staff, guest, and student), each with corresponding user accounts. The testing
results confirmed that authentication was successfully applied for all user profiles.

SMKN 1 TABANAN

Limit IP Address Tracking

passwor

Figure 8. User Authentication via MAC Address
Figure 8 illustrates the authentication testing using the Calling-Station-Id attribute (MAC
Address) for the account 01_eva (12:01:8B:CA:D9:A9). The authentication attempt failed
because the device's MAC Address did not match the one registered in the RADIUS database.
Subsequent testing was conducted using the correct MAC Address registered in daloRADIUS.
> A 192168.3.1/login + @ ¢ O A 1921683.status + @

01_eva
passwort Welcome 01_eva
1P address: | 192.168.3.251
bytes up/down: | 2.1 KiB / 282 B
connected: | 0s

status refresh: | Tm

log off’

Figure 9. Successful MAC Address Authentication

Figure 9 shows a successful authentication because the user device 01_eva has a
MAC Address that matches the data registered in daloRADIUS. This process enhances network
security by providing dual verification, in addition to the standard username and password
authentication.
2) Authorization Testing

Authorization testing was conducted after users successfully logged in, during which
access rights were applied according to their assigned profiles. The Mikrotik-Rate-Limit attribute
was used to enforce bandwidth limitations for the student, staff, and guest profiles. Students
were assigned an initial bandwidth limit of 5 Mbps (upload/download) with a maximum cap of 15
Mbps. Below is the result of the bandwidth test for the user 01_rai.
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Figure 10 shows the speed test result for user 01_rai (student profile), with a bandwidth
limitation of 5 Mbps upload/download and a maximum of 15 Mbps. During the test, the entire
allocated bandwidth was utilized, as speed tests typically measure the maximum achievable
bandwidth on the device. Figure 11 displays the bandwidth usage for the Guest profile, which
nearly exceeds the initial 2 Mbps limit (=80%), indicated by a red icon. If usage remains above
80% for 30 seconds, the data on daloRADIUS and the database is automatically updated, and
the bandwidth is upgraded accordingly.
3) Accounting Testing

Accounting is a crucial part of network monitoring that records user activities from login
to logout. In the RADIUS system, these records are stored in a MariaDB database and
presented through the DaloRADIUS interface. This feature plays an essential role in network
auditing at SMK Negeri 1 Tabanan and serves as a valuable reference for evaluating and
planning future bandwidth capacity improvements. DaloRADIUS simplifies the administrator’s
task by providing a user-friendly graphical interface to monitor hotspot activity logs, eliminating
the need to access the database directly. All RADIUS database tables can be accessed and
managed through this application.

Last Connection Attempts ©

Figure 12. DaloRADIUS Accounting Menu

Figure 12 displays the accounting menu in DaloRADIUS, which shows both successful

and failed login attempts. This feature enables administrators to identify unauthorized access
attempts and monitor user activity effectively.

4.4.2 Quality of Service (QoS) Testing for the SMKN 1 Tabanan Hotspot Network

QoS testing was conducted on 30 active user accounts, consisting of 10 staff accounts,
15 student accounts, and 5 guest accounts. The parameters measured included jitter, packet
loss, throughput, and delay. Data collection was carried out over a period of 10 days,
specifically on May 14-16, May 19-23, and May 26-27, 2025.
Table 2. QoS Test Results Based on TIPHON Standards

Hasil Pengujian QoS

User Category Parameter Value Index | Rating
Latency (ms) 21.1362833 4 Very Satisfactory
Jitter (ms) 32.25368256 3 Satisfactory
Student Packet Loss (%) 5.759337995 3 Satisfactory
Throughput (Kbps) 1691.124412 4 Very Satisfactory
Quality of Service 3.5 | Satisfactory
Staff Latency (ms) | 19.68153275 | 4 | Very Satisfactory
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Jitter (ms) 29.18838149 3 Satisfactory
Packet Loss (%) 4.666136911 3 Satisfactory
Throughput (Kbps) 1624.738849 4 Very Satisfactory
Quality of Service 3.5 | Satisfactory
Latency (ms) 22.68371992 4 Very Satisfactory
Jitter (ms) 32.26805556 3 Satisfactory
Guest Packet Loss (%) 3.39702381 3 Satisfactory
Throughput (Kbps) | 819.2756508 3 Satisfactory
Quality of Service 3.25 | Satisfactory

Table 2 presents the evaluation results of network Quality of Service (QoS) at SMKN 1
Tabanan based on TIPHON standards for three user categories: students, staff, and guests.
The tested parameters include latency, jitter, packet loss, and throughput. Both students and
staff recorded Very Satisfactory ratings for latency and throughput, and Satisfactory ratings for
jitter and packet loss. Guest users showed Very Satisfactory performance in latency and
Satisfactory in the remaining three parameters. The average QoS index was 3.5 for students
and staff, and 3.25 for guests. These results indicate that overall network service quality falls
within the Satisfactory category, and that the AAA system based on RADIUS has successfully
enhanced both network security and bandwidth allocation efficiency.

The following section presents the percentage-based criteria used to evaluate network
Quality of Service (QoS).

Table 3 Percentage of QoS Parameters

Score Range Percentage (%) Rating Category
3,8-4 95 -100 Very Satisfactory
3-3,79 75 —-94,75 Satisfactory
2-2,99 50— 74,75 Fair
1-1,99 25 —49,75 Poor

Source: TIPHON

Table 3 presents the Quality of Service (QoS) assessment results based on four key
parameters: throughput, delay, jitter, and packet loss, referring to the TIPHON standard from
ETSI. This standard is used to evaluate network service quality to ensure it meets the expected
performance criteria.

4.4.3 Testing of APJIl Shared DNS Implementation

This test presents the results of implementing the "DNS Bersama" (Shared DNS)
developed by APJII and the Indonesian Ministry of Communication and Information Technology
(Kominfo) on the MikroTik router. This DNS configuration is designed to block access to
restricted or blacklisted websites. With this setup, all users connected to the hotspot network
are automatically filtered and prevented from accessing any websites listed in the national
blocklist.

Figure 8. Testing of Shared DNS from APJII and Kominfo
Figure 8 illustrates the result of testing the Shared DNS provided by APJIl and Kominfo,
which supports the “Internet Sehat” (Safe Internet) initiative. The test confirms that access to
restricted websites is successfully blocked when users are connected to the hotspot network.
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4.5 Monitoring

After the AAA system was implemented, a monitoring phase was carried out to ensure
the functionality and stability of the network. Monitoring focused on two main areas:
1. User Activity Monitoring

User activity is monitored through the DaloRADIUS interface on the accounting page.
Recorded information includes login history, bandwidth usage, connection duration, and user
authentication status. This data assists network administrators in evaluating the effectiveness of
access management and optimizing network resource allocation.

All Users Accounting

DTt HotSpotit  Usemamet 1P Adds

Figure 8. Accounting Feature in the DaloRADIUS Web Interface
Figure 8 shows the accounting menu in DaloRADIUS, which logs all user network
activity by displaying data from the radacct table. The "termination" column indicates how each
session ended. This accounting data helps enhance network security and serves as a reference
for evaluating and planning future bandwidth capacity at SMK Negeri 1 Tabanan. DaloRADIUS
also supports additional administrative features for analysis and reporting.

2. System and Device Status Monitoring

To monitor network availability and device health, a Telegram-based notification system
is used. This mechanism detects the status of the gateway connected to the ISP. If the gateway
goes down, the system automatically sends a Telegram alert, allowing the administrator to
respond promptly.

Monitoringbot

UPSTREAM 192.168.110.240 is UP

UPSTREAM 192.1¢ 0.240 is DOWN

UPSTREAM 192.1¢ 0.240 isUP

Figure 8. Upstreém Status Monitoring via Telegram
This real-time monitoring system ensures optimal network performance, proper user
authentication, and early detection of potential issues.

4.6 Management

The final stage involves evaluating the implementation outcomes, managing user
accounts, updating configurations when necessary, and compiling technical documentation.
This phase also assesses whether the implemented system has met the research objectives
and provides tangible benefits for network management at the school.

5. Conclusion
The following are the conclusions drawn from the implementation of the AAA

(Authentication, Authorization, and Accounting) framework using a RADIUS Server and

MikroTik router on the hotspot network at SMK Negeri 1 Tabanan:

1. The implementation of AAA using FreeRADIUS and MikroTik successfully addressed
issues of unstable and uneven bandwidth usage by centralizing network management.
The system enhances security through user authentication, prevents unauthorized
access, and simplifies user account management via the DaloRADIUS web interface.
Users benefit from a single sign-on experience, with session control tailored to each
user profile.

2. From the accounting perspective, the system provides detailed usage logs, including
bandwidth consumption and session duration, which support future resource planning.
Testing on a small-scale network confirmed that the AAA system effectively performs
authentication, authorization, and accounting, proving its reliability and functionality in
real-world scenarios.
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