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Abstrak

Perkembangan pada bidang teknologi informasi dan komunikasi yang semakin cepat,
dituntut untuk juga meningkatkan kualitas keamanannya. Pemakaian internet yang meningkat,
menyebabkan tingginya gangguan atau serangan yang mengeksploitasi kelemahan pada
protokol internet, sistem operasi dan software aplikasi. Dikarenakan tingginya serangan,
keamanan teknologi informasi merupakan hal yang penting untuk diperhatikan dalam sebuah
organisasi maupun individu. Salah satu solusi yang dapat diterapkan untuk mengatasi
permasalahan tersebut adalah dengan melakukan monitoring keamanan jaringan. Salah satu
penerapan monitoring keamanan jaringan adalah dengan penerapan Intrusion Detection
System (IDS). Adapun tujuan dari penelitian ini yaitu untuk merancang sebuah sistem
monitoring keamanan jaringan berbasis Snort sebagai alat penerapan IDS untuk mendeteksi
serangan dengan mengirimkan notifikasi melalui Bot Telegram yang terintegrasi dengan server
yang dimiliki oleh Unit Sumber Daya Informasi Universitas Udayana dengan menggunakan
metode dari Network Development Life Cycle (NDLC). Berdasarkan hasil konfigurasi pada
penelitian yang dilakukan pada server Unit Sumber Daya Informasi Universitas Udayana yaitu
terdapat data terendah pada tanggal 16 Mei 2023 sebanyak 64.418 data dan data tertinggi
pada tanggal 04 April 2023 sebanyak 261.672 data serta 2 data serangan Nmap Scan sebagai
jenis serangan terendah dan 13.703 data serangan DDoS Attack sebagai jenis serangan
tertinggi.

Kata kunci: Monitoring Keamanan Jaringan, Intrusion Detection System, Snort, Telegram,
Network Development Life Cycle

Abstract

Developments in information and communication technology which are increasing
rapidly, it is also required to improve the quality of security. The increase of internet usage has
led to high number of intrusions or attacks that exploit weaknesses in internet protocols,
operating systems and application software. Due to the high number of attacks, information
technology security is an important thing to consider in an organization or individual. One
solution that can be applied to overcome this problem is to monitor network security. One of the
implementations of network security monitoring is the implementation of an Intrusion Detection
System (IDS). The purpose of this research was to design a Snort-based network security
monitoring system as a tool for implementing IDS to detect attacks by sending notifications via
Telegram Bot which is integrated with the server owned by Unit Sumber Daya Informasi
Universitas Udayana using the Network Development Life Cycle (NDLC) method. Based on the
configuration results of research conducted on the Unit Sumber Daya Informasi Universitas
Udayana server, there was the lowest data on May 16, 2023 with 64,418 data and the highest
data on April 04, 2023 with 261,672 data and 2 Nmap Scan attack data as the lowest type of
attack and 13,703 DDoS attack data as the highest type of attack.

Keywords : Network Security Monitoring, Intrusion Detection System, Snort, Telegram,
Network Development Life Cycle

1. Introduction



mailto:3eka.pratama@unud.ac.id
mailto:2aryasasmita@unud.ac.id@email.com
mailto:1ryantimothy12@gmail.com

JITTER- Jurnal limiah Teknologi dan Komputer Vol. 4, No. 3 December 2023

Developments in the field of information and communication technology are increasing
rapidly with various functions that suit needs, indirectly also required to improve the quality of
security in every development of its functions. Apart from the development of technology and
information. Internet usage is increasing exponentially, which can increase interference or
attacks carried out by crackers who exploit weaknesses. When interference can cause a
network to experience problems and administrators cannot recover quickly, it will affect the
existing network system [20]. Therefore, information technology security is a basic thing that is
important to pay attention to in organizational and individual circles [21]. One practical solution
that can be applied to overcome this problem is to monitor network security. Monitoring network
security is something that is very important and necessary so that the security of the data held
can be well maintained. One application of network security monitoring is the implementation of
an Intrusion Detection System. The IDS application used in this research is Snort. Snort is an
open-source software for implementing the IDS concept which functions to carry out the process
of monitoring data traffic by utilizing rules in its configuration. When suspicious access occurs to
the system, Snort with the help of its rules will be able to detect and send the information to the
network administrator. The Telegram application is used as a medium for sending notifications
to the network administrator's smartphone, so that the process of monitoring and controlling the
network can be carried out in real-time.

2. Research Method

Development of a Notification-Based Network Security Monitoring System Using
Network Development Life Cycle (NDLC) was created using the Network Development Life
Cycle method approach. Network Development File Cycle or NDLC is a structured analysis
technique used to plan and manage the system development process. The use of the NDLC
method can also help in the process of optimizing systems used in agencies [19]. The stages of
the NDLC method are explained in detail in the research flow which can be seen in Figure 1.
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Figure 1 showed the research flow of the development of a notification-based network
security monitoring system using the Network Development Life Cycle (NDLC). The NDLC
method used in this research has 6 stages, namely Analysis, Design, Simulation,
Implementation, Monitoring, and Management. The research began by carrying out an analysis
through interviews and literature studies, then carrying out a design related to the network
security monitoring system that will be used, then carrying out a system simulation to determine
the readiness of the system and implementing or implementing the system directly and then
monitoring the data obtained. obtained and then enter the final stage, namely management,
where at this stage the data will be processed and then displayed as information. A general
overview of the system created can be seen in Figure 2.
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Figure 2. System Overview

Figure 2 showed a general overview of the overall system that was created, namely the
system will read all incoming data packets and when there is suspicious activity that enters the
network security system, Snort directly as an application for implementing the Intrusion
Detection System (IDS) will log the data to the database for later The data in the database is
processed and processed into a warning notification, then the warning notification is sent to the
network administrator. The flowchart of the system created can be seen in Figure 3.
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Figure 3. System Flowchart

Figure 3 showed a flowchart image of the system implemented in research on the
Development of a Notification-Based Network Security Monitoring System Using the Network
Development Life Cycle (NDLC). The system will first capture incoming data packets and then
the data packets are detected using the help of Snort. Data packets that are detected as
packets that have the characteristics of intrusion packets that comply with the rules set by Snort
will be recorded and then saved as log files in Snort storage. Data packets that do not have the
characteristics of an intrusion packet will go through the analysis process, so they will not be
recorded and stored in the Snort log file. The log files that have been recorded and stored in the
Snort database will then be sent to the PostgreSQL database for data processing. The data will
be processed and then become information for the administrator through notifications sent using
Telegram.

3. Literature Study

The internet network is a computer system that has the ability to exchange data packets
which functions to serve several users using the global system of Transmission Control Protocol
or TCP/IP as the main standard for data exchange [16]. In the process of data communication
or data transfer between users and two different devices in a network consisting of many other
devices, a specific destination address is needed so that the internet uses protocols to
guarantee that the data exchange process reaches the destination address safely.

Network Development Life Cycle (NDLC) comes from Systems Development Life Cycle
(SDLC) which is a structured analysis technique used to plan and manage the system
development process. The use of the NDLC method can also help in optimizing computer
network systems used in agencies [19].
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Figure 4. Network Development Life Cycle

Figure 4 showed the stages of the Network Development Life Cycle (NDLC) method.
The application of the NDLC method is divided into 6 stages, namely the analysis stage, design
stage, simulation stage, implementation stage, monitoring stage, and management stage. The
analysis stage is an initial stage carried out to determine user needs, analysis of existing
problems, and analysis related to the use of network topology. The design stage is carried out to
provide an overview of the system design that will be developed based on the previous system
or topology, which already includes the desired needs. The simulation stage is carried out to
show the initial performance of the network system to be built. The implementation phase is
carried out to implement the network system that has been previously planned and designed. At
this stage, changes will be seen from the previous system to a new system that has been
developed. The monitoring stage is carried out to monitor the state of the network system that
has been previously built. The management stage is carried out to pay attention to details
related to the policies that will be created to regulate the system that has been built so that it
can run well and have good maintenance.

In a computer network infrastructure, network security is a very important pillar [2]. The
purpose of network security is to monitor network access and prevent misuse of network
infrastructure. In a network infrastructure, secure data is very important. For good network
security, there are three requirements for network infrastructure to be declared safe and secure.
There are prevention, observation, and response. These three conditions are very necessary in
a network so that the network remains safe.

Network monitoring is the process of collecting and analyzing the amount of data that
passes through a network so that the state of connectivity between devices on a network can be
known with the aim of maximizing all the resources on a computer network [13]. Network
monitoring is an activity carried out to manage a network system in a certain location with a
certain network topology. The network monitoring system is used to make it easier for the
technical team to carry out routine maintenance and monitoring of network conditions in the field
[11].

Port Mirroring or Switched Port Analyzer (SPAN) is a method of monitoring network
traffic. The working system of Port Mirroring is by copying all traffic data that passes through a
certain port that has been previously configured for copying. Every time the Switch processes a
packet, the port makes a copy and sends a copy of the packet. The use of Port Mirroring is a
special system prepared to monitor traffic on a port. At Cisco, the Switched Port Analyzer
(SPAN) is a special method that can be used to perform port mirroring [10].

Intrusion Detection System or IDS is a system that can detect suspicious activity on a
system or network. If suspicious activity is found in network traffic, the IDS will provide a
warning to the system or network administrator carry out analysis and look for evidence of
attempted intrusion. The following are several types of IDS [1]. First, the Network Intrusion
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Detection System or NIDS. Second, Host Intrusion Detection System or HIDS. Third, anomaly-
based IDS

Snort is an open-source network Intrusion Detection System that is capable of carrying
out real-time analysis and packet logging on IP networks. Snort can perform protocol analysis,
content searching or matching, and can be used to detect various attacks and intrusions. Snort
is software for detecting intruders and analyzing packets that traverse computer networks in
real-time traffic and logging into a database and can detect various attacks originating from
outside the network [24].

Python is an open-source programming language maintained by the Python Software
Foundation, a non-profit company that holds the intellectual property rights to Python. The
Python programming language can be used to create applications, computer commands, and
perform data analysis. As a general-purpose language, Python can be used to create various
types of programs and solve various problems because Python can be downloaded for free, and
is very well integrated with all types of operating systems so that it can increase the speed of
system development well [9].

Sending messages using the Telegram messenger application is a real-time
communication method. In the Telegram messenger application, there is a special feature
provided, namely a chatbot. Chatbot is a computer program designed to simulate a
conversation or interactive communication with users either through text, voice or visuals.
Chatbots act as conversational agents that can help or replace the role of consultants. Chatbots
have a knowledge base that can be used to have conversations with users [8].

PostgreSQL is a powerful open-source object-relational database system that uses and
extends the SQL language combined with many features that securely store and scale the most
complex data workloads with the help of pgAdmin as a tool that can be used as a database view
[25]. The origins of PostgreSQL began in 1986 as part of the POSTGRES project at the
University of California at Berkeley and has more than 30 years of active development on the
core platform. PostgreSQL also has the ability to support standard SQL commands so that
users or developers can use them according to their needs, both individually and in groups.

4. Result and Discussion

4.1. System Planning

The system design stage is the process where the system structure design is carried
out. The system was created with the help of several tools that were installed and then
configured for each tool so that it could be connected. The process of implementing the design
in research was carried out in several stages consisting of Snort prerequisites installation, Snort
installation, Snort NIDS configuration, Snort rules configuration, data log configuration, Python
prerequisites installation, Python installation, PostgreSQL installation, PostgreSQL
configuration, and Telegram Bot configuration.

The Snort prerequisites installation stage is a necessary stage to support the installation
process of Snort so that it can be run on the Linux Ubuntu 20.04 LTS operating system which is
used as the place where Snort runs. The Ubuntu Linux operating system must be supported by
the latest repositories to be able to install the prerequisites of Snort.

The Snort installation stage is the stage in the Snort installation process. Snort
installation is done by downloading the DAQ or Data Acquisition file with the help of git for the
file download process and then the downloaded file will be installed. After the Snort installation
process is complete, Snort can be seen to be running well by using the snort-v command on the
Ubuntu Linux Command Line that is being used.

The Snort NIDS configuration stage is the stage of the configuration process for the
Snort file that was previously installed. The important configuration that needs to be done is
changing several components in the configuration file called snort.lua so that the traffic data
capture can be in accordance with the design.

The Snort rules configuration stage is the stage of the process of determining several
rules in Snort. Snort NIDS will run according to the rules that have been created. Based on
existing rules, Snort will capture traffic data that is similar to the rule provisions that have been
created and stored in the Snort file.

The data log configuration stage is the next stage of the process which is carried out
after the process of determining several rules to be used. This process will create new data
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output that can be adjusted according to your wishes. In this research, the output used is the
alert_json output.

The Python prerequisites installation stage is a necessary stage to support the Python
installation process so that it can be run on the Ubuntu 20.04 LTS Linux operating system which
is used as the place where the Python system runs. The Ubuntu Linux operating system must
be supported by the latest repositories to be able to perform the prerequisite installation of
Python.

The Python installation stage is the stage in the Python installation process. Python
installation is done by downloading the Python version 3.8 file and also installing several other
libraries such as PIP, pyTelegramBotAPI, and Psycopg? for use in the monitoring system.

The PostgreSQL installation stage is the stage required to store data in the database.
After the installation process is complete, you can execute the psql —version command to
validate that the PostgreSQL database has been installed with the appropriate version.

The PostgreSQL configuration stage is the stage for preparing the database to be used
with the data structure taken from the Snort log. Data that has been successfully saved in the
Snort database log will then be processed again and then stored in the PostgreSQL database
for the process of sending information in the form of notifications to Telegram.

The Telegram Bot configuration stage is the stage for displaying data as information
through Telegram notifications sent via the Telegram Bot to the administrator. Telegram Bots
can be used after registering a Bot account and then getting a username and token which will
function as access to the Telegram Bot which is used using Python program code.

4.2. System Testing

The system testing stage is a process where the results of the system structure design
are tested and then implemented directly. The system was created with the help of several tools
that were installed and then configured for each tool so that it could be connected. The process
of implementing the design in research was carried out in several stages consisting of Snort
testing, Telegram bot notification testing and analysis of attack log data.

The Snort testing stage is a testing process to find out that the Snort tool used as a
monitoring system can run well for the data capture process. The following is a display of the
Snort tool when carrying out the monitoring process on the network interface which can be seen
in Figure 5.
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Figure 5. Snort Testing

Figure 5 showed a display of the Snort tool when monitoring traffic data on the network
interface used. The monitoring process is carried out by entering or executing commands on the
Command Line of Linux Ubuntu as the operating system used.

The Telegram Bot notification testing stage is a testing process to find out that the
monitoring system that has been created is capable of sending notifications and can run well for
the data capture process. The following is a display of several commands that the Telegram Bot
has when carrying out the monitoring process on the network interface which can be seen in
Figure 6.
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Figure 6. (a) List Bot Monitoring (b) Logging

Figure 6 showed a display of several commands that the Telegram Bot has when
carrying out the monitoring process on the network interface. The monitoring process can be
carried out by entering a command. To find out the list of commands that can be used, the
administrator can enter the initial command, namely /list, which functions to display a list of
commands on the Telegram bot being used. The monitoring process can be carried out by
entering the command /logging which will then be followed by entering a notification of the
monitoring results and simultaneously logging into the database. The following is the
appearance of the Telegram Bot when carrying out the reporting process on the network
interface which can be seen in Figure 7.
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Figure 7. (a) List Bot Reporting (b) Daily Report

Figure 7 showed a display of several commands that the Telegram Bot has when
carrying out the process of reporting traffic data on the network interface. The reporting process
can be carried out by entering several commands. To find out the list of commands that can be
used, the administrator can enter the initial command, namely /list, which functions to display a
list of commands on the Telegram bot being used. The daily reporting process can be done by
entering the command /reportharian followed by entering the desired date and then this will be
followed by entering a notification of the reporting results whose data is taken from the
database.

The attack log data analysis stage is a data analysis process using data that has been
obtained to find out the attack log data in more detail using graphical assistance to display the
results of data analysis. The following is a graphic display of the process of capturing attack
data which is divided by date which can be seen in Figure 8.
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Figure 8. Graphic Display of Total Attacks Per Day

Figure 8 showed a graphic display of the process of capturing attack data which is
divided by date. Based on the graphic display, it can be concluded that the lowest data captured
by the system occurred on the 16th with a total of 64,418 attack data and the highest data
captured by the system occurred on the 4th with a total of 261,672 attack data. The following is
a graphic display of the process of capturing attack data which is divided based on the type of
attack which can be seen in Figure 9.
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Figure 9. Graphic Display of Total Attacks Based on Attack Type

Figure 9 showed a graphic display of the process of capturing attack data which is
divided based on the type of attack. Based on the graphic display, it can be concluded that the
lowest data captured by the system is Nmap ACK Scan Detected with a total of 2 attack data
and the highest data captured by the system is DDoS Attack Detected with a total of 13,703
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attack data. The following is a graphic display of the attack data capture process which has
been divided based on the attacker's IP which can be seen in Figure 10.
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Figure 10. Graphic Display of Total Attacks Based on Attacker IP

Figure 10 showed a graphic display of the process of capturing attack data which is
divided based on the attacker's IP. Based on the graphic display, it can be concluded that the
lowest data that was successfully captured by the system was ip 172.105.59.62,
172.217.175.99, and 172.247.94.26 with a total of 1 attack data each and the highest data that
was successfully captured by the system was ip 174.138.21.114 with a total of as many as
19,471 attack data. The following is a graphic display of the process of capturing attack data
which has been divided based on the IP attacked which can be seen in Figure 11.
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Figure 11. Graphic Display of Total Attacks Based on IP Attacked

Figure 11 showed a graphic display of the process of capturing attack data which is
divided based on the IP being attacked. Based on the graphic display, it can be concluded that
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the lowest data that was successfully captured by the system were IP 185.101.139.61,
185.104.195.26, and 185.142.157.58 with a total of 3 attack data each and the highest data that
was successfully captured by the system was IP 185.125.190.39 with a total of 11,755 attack
data.

5. Conclusion

Based on the research that has been carried out, there are conclusions that can be
drawn from research on the Development of a Notification-Based Network Security Monitoring
System Using the Network Development Life Cycle (NDLC).
1. The Snort-based network security monitoring system using the Network Development
Life Cycle with the application of the Intrusion Detection System concept is capable of being
integrated with the Udayana University Information Resources Unit server.
2. The network security monitoring system is capable of detecting attacks based on the
results of the configuration that has been carried out on the Udayana University Information
Resources Unit server with a total of 1,848,423 data captured with details, namely the lowest
total data occurred on May 16 2023 with the total was 64,418 data and the highest total data
occurred on April 4 2023 with 261,672 data and 2 Nmap Scan attack data as the lowest type of
attack and 13,703 DDoS Attack data as the highest type of attack.
3. Telegram Bot as a messenger application can create attack warning notifications based
on the results of the configuration that has been carried out.
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