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Abstract-Network security system on a computer that connected to the internet must be well planned and understood in 

order to effectively protect the resource in the network. how to find out the vulnerability of a network, so that by knowing 

the weaknesses in the network, then steps to overcome this drawback can be done. One of the forms taken includes 

conducting periodic analysis, both logical and physical. so that later it is expected that the analysis will produce an audit 

report containing the detection of various existing vulnerabilities, then take appropriate protective steps, which needed 

as a guarantee of security for the sustainability of the system. Nipper works by benchmarking the configuration of a 

router. After completing the inspection, you can see the configuration information as well as the security level of the 

router. Nessus works by scanning predetermined targets, such as a set of hosts or a separate host. Once the scan activity 

is complete, you can see the result information in either a graph or a line 

Index Terms - Vulnerability, Network Security, Nessus, Nipper

 

1. Introduction 

The development of the world of telecommunications 

is currently very rapid along with the increasing need 

for fast and efficient services. Likewise, with data 

communication, from a connection between two 

computers to a computer network. Today's computer 

network is a service that is needed. Computer 

networks have more benefits than stand-alone 

computers. Computer networks allow sharing of data, 

software and equipment. So that the work group can 

communicate more effectively and efficiently [1].   

Recently, personal identity theft through the internet 

has become increasingly common. Primarily, the 

targets are banking accounts along with bank account 

passwords and other important information. To 

prevent this, we need a network security system that 

aims to secure a system so that the data in the system 

is not used by other people. 

A computer network security system connected to the 

Internet must be well planned and understood in order 

to effectively protect the resources in the network. A 

secure system (secure system) is assumed to be a 

system in which an intruder must sacrifice a lot of 

time, effort, and undesirable costs in the framework 

of the attack, or the risk that must be incurred is not 

worth the benefits that will be obtained. 

2. Literature Review 

 

2.1 Audit 

Business organization undergo different types of 

audits for different purposes.  The most common of 

These are external (financial) audits, internal audits, 

and fraud audits. An IT audit focuses on the 

computer-based aspects of an organization's 

information systems and modern systems employ 

significant levels of technology [2].  Audit is playing 

an important role in developing and enhancing the 

global economy and business firms [3]. Ron Weber 

(1999) argued, that Information systems auditing is 

the process of collecting and evaluating evidence to 

determine computer system safeguard asses, maintain    

data integrity, allow organizational goals to be    

achieved effectively, and use resources efficiently 

[4].  According Sukrisno Agoes (2004), "An 

examination conducted critically and   systematically   

by   an   independent   party, the   financial statements 

have been prepared by management along with notes 

bookkeeping and supporting evidence, in order to be 

able to give an opinion on the fairness of the financial 

statements" [5]. 

2.2 TCP/IP (Transmission Control 

Protocol/Internet Protocol) 

Protocol is a rule that being applied in data 

communication process which its process is 

identified based on its service type. Each protocol 

running will be named according to the process 

conducted in communication process of computer 

network [6]. 

Transmission Control Protocol/Internet Protocol 

(TCP/IP) is a protocol for sending data between 

computers on a network. This protocol is a protocol 

used for internet access and is used for global 

communications. TCP/IP consists of two separate 

protocols. TCP / IP used a layer approach when 

building this protocol. This layered approach allows 

the construction of several small services for specific 

tasks. TCP / IP consists of five layers [7]:  

 

 



 

 

A. Application Layer  

Within this layer applications such as FTP, 

Telnet, SMTP, and NFS are implemented.  

B. Transport Layer 

Within this layer TCP and UDP add 

transport data to the packet and pass it to the 

Internet layer. 

C. Internet Layer 

This layer takes packets from the transport 

layer and adds address information before 

sending them to the network interface layer. 

D. Network Interface Layer 

In this layer data is sent to the physical layer 

via network devices. 

E. Physical Layer 

This layer is a cable system used for the 

process of sending and receiving data.  

 

2.3 Local Area Network 

Local Area Network (LAN) is a privately owned 

network in a building or campus measuring up to 

several kilometers with a destination share resources 

and exchange information [8]. LAN was created to 

save costs in the use of tools together, but over time 

the functions increase. A communication channels 

can be shared by many computers which are 

connected to one another. Channel sharing 

communication is the main key in the efficiency of 

computer networks become a very large network like 

the Internet [9]. 

2.4 Understanding Computer Networks 

A computer network is a collection of computers and 

their mechanisms and procedures which are 

connected and communicate with each other. 

Communication carried out by computers it can be 

the transfer of various data, instructions, and 

information from one computer to other computers 

[10]. 

2.5 Network Security Concept 

Network security issues are very important and 

deserve attention. Networks connected to the internet 

are inherently insecure and can always be exploited 

by hackers, both LAN and wireless networks. When 

data is sent, it will pass through several terminals to 

arrive destination, that’s means that it will provide an 

opportunity for other users who are not responsible to 

intercept or modify the data. In developing its design, 

a network security system connected to the Internet 

must be well planned and understood in order to 

protect the resources within the network effectively 

and minimize attacks by hackers. If you want to 

secure a network, you must first determine the level 

of threats that must be overcome, and the risks that 

must be taken or which must be avoided. The 

following will discuss threats, weaknesses, and 

network security policies [1].   

 

2.6  Security Policy 

security policy is a set of rules that determine what is 

allowed and what is prohibited from the use or 

utilization of access to a system during normal 

operation. Establishment of a security policy should 

be written in detail and clearly. The duties and 

determination of the security policy are usually 

political decisions of the company management [11]. 

Threat analysis is an audit process in which all 

possible attacks against the system are carefully 

identified. A record listing all possible abuse and 

disruptions to the system should be kept as a basis for 

warning. 

The application of security policy rules should be 

carried out systematically by first carrying out an 

initial analysis, be it an analysis of physical or logical 

installations, including: auditing and balancing the 

costs of system protection with the risks that arise, 

then implementing the mechanism - The security 

mechanism that has been designed, for example, is an 

access control mechanism that explains which objects 

are allowed to be accessed by the public and which 

are not [12]. 

 

2.7 Basic Definition of Vulnerability 

A vulnerability is a point of weakness where a system 

is vulnerable to attacks. A threat (threats) is a thing 

that is dangerous for the sustainability of the system. 

There are three key words that arise and are related to 

each other when we discuss the issues of computer 

security, namely: vulnerabilities, threats, and 

countermeasures. The danger can be a human (a 

system cracker or a spy), a damaged equipment, or an 

event such as fire and flood, which may exploit the 

vulnerability of a system. The more vulnerabilities 

and threats that can occur in a system, the higher our 

awareness should be to be able to protect the system 

and information in it. A technique for protecting a 

system is called a precautionary measure 

(countermeasures) [13]. 

2.8 Nipper Studio 

Nipper Studio performs analysis of firewalls, routers, 

switches and other network devices. Paws Studio 

performs analysis of servers, workstations, laptops, 

enterprise applications and systems running 

Windows, Linux or Mac OS. Both tools are certified 

as 100% accurate and can be used onsite, online, 

offline, in the cloud, virtually or integrated into an 

enterprise system [14].  

Nipper quickly identifies undiscovered 

vulnerabilities in firewalls, switches and routers, 

automatically prioritizing risks to your organization. 

Our virtual modelling reduces false positives and 

identifies exact fixes to help you stay secure and 

compliant [15].
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2.9 Nessus 

Nessus works by checking targets that you have 

defined, such as a set of hosts or it could be hosts in a 

separate focus. Once the scan activity is complete, 

you can see the result information in either graphical 

or line form. Nessus graphical interface was built 

using the Gimp Toolkit (gtk) [7]. Tenable Network 

Security, Inc. is a group of organizations authorized 

to write and build the Nessus Security Scanner 

application. And consistently this organization 

continues to develop this application. Tenable in this 

case writes almost all plugin facilities that are 

currently available, such as specifically to help 

Scanner activity according to broader audit needs and 

policies. [12].  

 

3. DISCUSSIONS 

 

3.1 Nipper Benchmark Result 

Nipper performed a Security Audit of Router on 

Diskominfos of Provinsi Bali Office and identified 19 

security-related issues. Nipper can draw the 

following statistics from the results of the security 

assessment. 3 issues (16%) were rated as high, 5 

issues (26%) were rated as medium, 9 issues (47%) 

were rated as low and 2 issues (11%) were rated as 

informational. Here the result and the 

recommendation from Nipper. 

 

  

 

 

 

Nipper identified three HIGH rated security issues. 

Nipper determined that: 

• The Telnet service was enabled 

• BPDU Guard was not enabled globally 

• STP Root Guard was not enabled on all 

bridging interfaces 

Nipper identified five medium rated security issues. 

Nipper determined that: 

• STP Root Guard was not enabled on all 

bridging interfaces 

• No Telnet network host access addresses 

were configured 

• No SSH network host access addresses were 

configured 

• The logging of system message to a Syslog 

logging server was not configured 

• NTP control queries were permitted 

 



 

 

Nipper identified nine LOW rated security issues. 

Nipper determined that: 

• the cleartext SNMP service was enabled 

• dictionarybased SNMP community strings 

were configured 

• no OSPF LSA message thresholds were co

nfigured 

• NTP authentication was disabled 

• network filtering was not configured to rest

rict SNMP access 

• SNMP community strings were configured 

without a view 

• a weak password history policy setting was 

configured 

• a weak password age policy setting was co

nfigured 

• no prelogon banner message was configur

ed 

Nipper identified two INFO rated security issues. 

Nipper determined that:  

• no network filtering rules were configured 

• no post logon banner message was configur

ed 

 

3.2 Nessus Scanner Results 

Nessus Performed a vulnerability scanner of Router 

on Diskominfos of Provinsi Bali host. Scanning is 

done to find out if a host in a computer network has a 

vulnerability or does not depend on the security of 

each host. The following is a scan of hosts with no 

vulnerability and hosts with vulnerabilities. 

 

 

 

 

Scanning result on host 10.9.6.1 

• SNMP Agent Default Community Name 

(public) 

• SSH Protocol Version 1 Session Key 

Retrieval 

• Network Time Protocol (NTP) Mode 6 

Scanner 

• IP Forwarding Enabled 

 

4 Conclusions 

• Internet computer networks that are 

public and global in nature are basically 

less secure and to increase the security 

of the internet network, several methods 

can be used, for example, 

authentication methods, use of 

encryption-decryption methods, and 

using a firewall. 

• Weaknesses of a network system can be 

seen using tools such as scanners, TCP 

/ IP assemblers, Network Protocol 

Analyzer, and others. 

• Several vulnerability problems in the 

Router on Diskominfos of Bali 

Province, such as the Telnet service, are 

intentionally enabled because this 

feature is used to perform Remote 

Login, making it easier for employees 

to perform maintenance.  
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• Nessus and Nipper can be used to find 

out the weaknesses of the network and 

also generate information, conditions 

and solutions to the weaknesses 

experienced by the host. 
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